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3apeructpupoBano B Muntocte Poccun 14 masg 2013 r. N 28375

OENEPAJIbHAA CITYXBA NO TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJTHO

NMPUKA3
ot 18 dpeBpansa 2013 r. N 21

Ob YTBEPXAOEHUN COCTABA U COOEPXAHUA
OPITAHU3ALUNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3ONACHOCTU NEPCOHAJIbHbIX OAHHbLIX NMPU NX OBPABOTKE
B UHPOPMALMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CHmCcoK M3MEHSIOIINX JIOKYMEHTOB
(B pen. [Ipukaza ®CTOK Poccun ot 23.03.2017 N 49)

B cootBercTBHM ¢ yacThio 4 ctatbu 19 denepanbHoro 3akoHa ot 27 utonsg 2006 r. N 152-®03 "O
nepcoHasibHBIX NaHHBIX" (CoOpanue 3akonoaarenbctBa Poccuiickoit deneparuu, 2006, N 31, ct. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173, c1. 4196; N 49, cTt. 6409;
2011, N 23, cr. 3263; N 31, ct. 4701) u [lonoxenuem o denepanbHO CayKOe MO TEXHUYECKOMY U
SKCIIOPTHOMY KOHTPOJIO, YTBEpKIeHHBIM Yka3oM llpesunenta Poccuiickoii @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akononatenbctBa Poccuiickoit @eneparuu, 2004, N 34, cr. 3541; 2006, N
49, ct. 5192; 2008, N 43, c1. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npukas3biBaio:

1. YTBepZ[I/ITI) npujaaracMbIC CocraB u COZACPIKAaHNEC OPraHU3aAlMOHHBIX W TCXHHUYCCKUX MCP II0
o0ecneyeHNI0 OC30IMacCHOCTH MNEPCOHAJIBHBIX JAHHBIX MPU UX 06pa60TI<e B I/IH(i)OpMaI_II/IOHHLIX CHUCTEMax
MNEPCOHANIBHBIX JaHHBIX.

2. Tpusnars yrpatuBmuM cuiy npukaz ®CTOK Poccum or 5 ¢despans 2010 r. N 58 "OO0
yrBepkaeHuH [looxkeHns o MeTofax U crocodax 3amuThl HHPOpMAIMK B HTHPOPMAIIMOHHBIX CHCTEMaX

NepCOHAIBHBIX NaHHBIX" (3apeructpupoad MuntoctoM Poccun 19 despans 2010 r., peructparioHHbIH
N 16456).

Jupexrop

denepanbHO CITy>XObI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIFO

B.CEJIMH

YTBepKICHBI
npukazom ®CTOK Poccun
ot 18 ¢espans 2013 r. N 21
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COCTAB U COOAEP>XXAHUE
OPIrAHU3AUUNOHHBLIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHucoKk U3MEHSIOIMUX TOKYMEHTOB
(B pen. ITpukaza ®CTIK Poccuu ot 23.03.2017 N 49)

1. O0wue nonoxeHus

1. HacTrosiuii JOKyMeHT pa3paboTaH B COOTBETCTBUHU € 4acTbhio 4 ctaThu 19 denepalibHOTO 3aKOHA
ot 27 utons 2006 r. N 152-®3 "O nepconanbubix qaHHbiXx" (CoOpanue 3akoHoaaTeNnbeTBa Poccuiickoit
Oenepanun, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cr.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) u ycTaHaBIMBaeT COCTaB H
COJIep)KaHUE OPraHU3ANMOHHBIX W TEXHUYCCKUX Mep MO O0eCHedeHHI0 OE30MaCHOCTH TMEPCOHATBHBIX
JaHHBIX MPH WX 00paboTke B MH(POPMAIIMOHHBIX CHCTEMax MEPCOHANbHBIX JaHHBIX (Jajee - Mephl Mo
obecrniedyeHn0 0€30MacCHOCTH TEPCOHANBHBIX JIAHHBIX) IS KKIOTO W3 YPOBHEHW 3alMINEHHOCTU
MEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOOBaHUSAX K 3alllUTE MEPCOHATBHBIX JAHHBIX MPU HX
00paboTke B MH()OPMAIMOHHBIX CHCTEMaxX IMEPCOHATBHBIX JTaHHBIX, YTBEPXJICHHBIX MOCTAHOBJICHHUEM
[IpaButensctBa Poccuiickoit @enepanun ot 1 HosiOps 2012 r. N 1119 (Cobpanue 3akoHOIATENIbCTBA
Poccuiickoit denepamnuu, 2012, N 45, ct. 6257).

MepLI mo oOecreuyeHno 0e30IacHOCTH MNCPCOHAJIBHBIX HOAaHHBIX IMMPUHHUMAIOTCA IJIA 3allUTbl
NEPCOHANIBHBIX TAaHHBIX OT HCIIPABOMCPHOTO WK cnyqaﬁHoro A0CTyIIa K HHUM, YHHYTOKCHMHI,
U3MCHCHUA, 6J'IOKI/Ip0BaHI/IH, KOIIMPOBAHUA, MMPEAOCTABJICHUSA, PACIIPOCTPAHCHUA TIEPCOHAJIBHBIX HAaHHBIX,
a TaKKC OT MHBIX HCIPABOMEPHBIX I[GI\/'ICTBI/II\/'I B OTHOLICHUH MTECPCOHAJIbHBIX JTAHHBIX.

B mHacrosimiem JOKyMEeHTE HE paccMaTpUBAarOTCS BONPOCH oOecreueHHuss Oe30MacHOCTH
MIEPCOHANBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJIECHHOM TMOpPSAKE K CBEACHUSAM, COCTABIISIIOIIUM
TOCYJapCTBEHHYI0 TaiiHy, a TakXe Mepbl, CBs3aHHbIE C IPUMEHEHHEM MMHU(PPOBAIBHBIX
(xpunrorpaguyeckux) CpeACTB 3alUThl HHPOPMAIIIH.

2. be3omacHOCTh MEPCOHAIBHBIX JAHHBIX NHpU HMX 00paboTke B HHGPOPMALMOHHOM cucTeMe
MEPCOHANBHBIX JIaHHBIX (Janee - MHQPOpPMAIMOHHAs cHUcTeMa) OOEeCHeuyMBaeT ONEepaTop WU JIMIIO,
ocylIecTBIsIoNIee 00pabOTKY MEPCOHAIBHBIX JAHHBIX IO MOPYYEHHIO ONepaTopa B COOTBETCTBHM C
3aKoHoarenbcTBOM Poccuiickon denepanu.

Jns BeimonHeHWss paboT To oOecreueHuto O0e30MacHOCTH TEePCOHANBHBIX JaHHBIX MPU UX
00paboTKe B MH(POPMAIIMOHHON CHCTEME B COOTBETCTBHUH C 3aKOHOIaTeIhCTBOM Poccutickoii deneparuun
MOTYT TIPHUBJIEKATbCS HA JOTOBOPHOW OCHOBE MOPUIUYECKOE JIMIO WIH WHAUBHUIYaIbHBIN
MpeIIPUHIMATEb, UMEIOIINE JINTICH3UIO Ha IESTEITHHOCTD 110 TEXHHUECKOW 3alIiuTe KOHPHICHIIHATHHON
uHpopMaluu.

3. Mepsl 110 obecriedeHno 6e30MacHOCTH MePCOHATBHBIX JaHHBIX PEATU3YIOTCS B paMKax CHUCTEMbI
3alIUThl TEPCOHAIBHBIX JIAaHHBIX, CO3/1aBaéMOM B COOTBETCTBUM C TpeOOBaHUSAMH K 3aIluTe
MEPCOHANBHBIX JTaHHBIX NpU HUX 00paboTke B MH(OPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX TaHHbIX,
yTBEp)KICHHbIMH TocTaHoBieHUeM llpaButensctBa Poccuiickoit ®@enepauuu ot 1 HOosOps 2012 r. N
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1119, 1 7OKHBI OBITH HAIIPABJICHBI HA HEUTPAIN3AIUIO aKTYAJIbHBIX YIP0O3 0€30IMacCHOCTH MEPCOHATBHBIX
JAHHBIX.

4. Mepbl no oOecrieyeHHI0 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX PEAINU3YIOTCS B TOM YHCIIE
MOCPEACTBOM IPUMEHEHHUs B MH(GOPMAIIMOHHOIN CHCTEME CPEACTB 3allUThl MH(OPMALIMHU, MPOIIEAININX B
YCTaHOBJIEHHOM MOPSAKE IPOLEAYpPY OLIEHKH COOTBETCTBUS, B ClydasX, KOrja HNPUMEHEHHE TaKHX
CPEICTB HEOOXOAMMO JIs HEHTpaIn3aluu aKTyalbHbIX YIpo3 0€3011aCHOCTH MEPCOHATbHBIX TAHHBIX.

Koncynsrantlntoc: npumedanue.
HymMmepanus myHKTOB JJaHa B COOTBETCTBUH € O(PULIMATIBHBIM TEKCTOM JI0KYMEHTA.

6. Ouenka 3(p(peKTHBHOCTH peaTn30BaHHBIX B PaMKaX CHCTEMBI 3aIUTHl IMEPCOHAIBHBIX TAHHBIX
Mep Mo 00ecreueHuI0 Oe30MaCHOCTH MePCOHANBHBIX JTAHHBIX MPOBOJUTCS OMEPATOPOM CaAMOCTOSITENIEHO
WO € TIIPUBJICYEHUEM HA JIOTOBOPHOM OCHOBE IOPUAMYECKHMX JIML W  HHJIWBHUIYaJIbHBIX
NpeANpUHUMATENICH, UMEIOIINX JIMLEH3UI0 HA OCYIIECTBICHHUE JEATEIbHOCTH 10 TEXHUYECKOW 3alluTe
KOH(UIEHIMaIbHON HH(popMaLuy. YKa3aHHas OLIEHKa POBOJUTCS HE PEXe OJHOTO pasa B 3 roja.

7. Mepbl mo obecriedeHHi0 0€30MacHOCTHM NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B
rOCy/IapCTBCHHBIX HH()OPMAIMOHHBIX CHCTEMax MPUHUMAIOTCS B COOTBETCTBHH C TPEOOBAHUSIMH O
3amuTe  MHGOpMAIUHM, COAepXKalleldcs B  TOCYHApCTBEHHBIX  HH(MOPMALMOHHBIX  CHCTEMax,
ycranaBnuBaeMbiMu @CTIOK Poccun B mpenienax cBOMX MOJTHOMOYHI B COOTBETCTBUU C YAaCThIO 5 CTaTbU
16 ®enepanpHoro 3akoHa ot 27 wurong 2006 r. N 149-®3 "O6 undopmanuu, MHPOPMAIMOHHBIX
TexHoJorusix u o 3ammre nHpopmammu" (Cobpanne 3akoHOHaTeNbCTBA Poccuiickoit @eneparuu, 2006,
N 31, cr. 3448; 2010, N 31, cT. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, cT. 4328).

II. CocraB u conepkaHue Mep 1o 00ecTeYeHNI0 Oe30MacCHOCTH
MNEPCOHATBHBIX TaHHBIX

8. B coctaB mep no oOecnieueHn0 6€30MaCHOCTH MEPCOHANBHBIX JIaHHBIX, peaTM3yeMbIX B paMKax
CHCTEMbI 3aIIUThl NEPCOHAIBHBIX JAAHHBIX C YYETOM aKTyaJbHBIX YIpo3 O€30MacHOCTH MEPCOHAIbHBIX
JAaHHBIX U IPUMCHACMBIX I/IH(bOpMaIII/IOHHI)IX TGXHOHOFHﬁ, BXOIAT:

UAECHTUPUKAIMS U ayTeHTU(UKAIUSA CyOBEKTOB JOCTyIa U 00BEKTOB J0CTYIIA;
yIpaBieHUE TOCTYIOM CyOBEKTOB AOCTyIa K 00bEKTaM JJOCTYIIA;
OTrpaHUYEHUE NPOTPaMMHON CPEJIBI;

3al[UTa MallMHHBIX HOcUTeNed WMH(pOpMalnu, Ha KOTOPBIX XpaHATCA U (Win) oOpabaTbIBaroTCs
NepCOHAJbHbBIC TaHHbIE (Jajiee - MATMHHbIE HOCUTENIN EePCOHANBHBIX TaHHBIX);

perucTpanusi COOBITHI 6€30MacHOCTH;
AHTUBUPYCHAS 3aIIUTA;

oOHapykeHHe (MPEOTBPAIICHHIE) BTOPKCHHUI;

www.consultant.ru Crpanuna 4 n3 20
HaJeKHasl IpaBoBasi MOAAEPIKKa


http://www.consultant.ru/
http://www.consultant.ru/

Ipuxaz ®CTIK Poccun ot 18.02.2013 N 21
(pexn. ot 23.03.2017)
"O6 yrBepxaeHun CocTaBa U COEpPIKaHHs OPraHU3ALMOHHBIX H TEXHHU. ..

Joxyment npenoctasien Koncynsrantlmoc
Jlara coxpanenus: 27.12.2019

KOHTPOJIb (aHAIN3) 3aIUIIEHHOCTH MEPCOHATBHBIX JAaHHBIX;

obecrieueHne 1eI0CTHOCTH HHPOPMAIIMOHHON CUCTEMBI U TIEPCOHAIIbHBIX JIaHHBIX;
obecrieueHrne JOCTYIMHOCTH MEPCOHANBHBIX JIAHHBIX;

3alIUTa CPEbl BUPTYAIN3AINH;

3al[UMTa TEXHUYECKUX CPEACTB;

3amuTa HHPOPMAITMOHHOW CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Nepeaadn JaHHBIX;

BBISIBJICHUE WHLUJCHTOB (OJHOTO COOBITUS WJIM TPYIIIBI COOBITUI), KOTOPbIE MOTYT MPHUBECTH K
cOOsIM MM HapyUIeHHI0 (PYHKIHMOHUPOBaHUS HMH(OPMAIMOHHOM CHCTEMBbI U (WJIHM) K BO3HHMKHOBEHUIO
yrpo3 0€30MacHOCTH EPCOHANBHBIX JaHHBIX (Jajiee - MHIIMIEHTHI), 1 pearnpoBaHNUE Ha HUX;

yrpaBieHue KoHpurypanueii MHPOPMAIMOHHOW CUCTEMbl M CHUCTEMBI 3alllUThl MEPCOHATBHBIX
JAHHBIX.

CocraB u COACPIKAaHUC MEP I10 obecreyeHnro 0€30MacHOCTH MNEPCOHAJIBHLIX TAaHHBIX, H€O6XOI[I/IMBIX
JJIA obecrneueHus Kaxjgoro wus3 ypOBHeI\/JI 3AIIUIICHHOCTU TMCPCOHAJIBHBIX HOAaHHBIX, IIPUBCACHLBI B
MPUIIOKCHUU K HACTOAIICMY JOKYMCHTY.

8.1. Mepsl 1o uaeHTHU(UKAIMU W AyTEHTU(PUKAIMH CYOBEKTOB JOCTyNa M OOBEKTOB OCTYIIA
JOJDKHBL  OoOecrieunBaTh IPUCBOCHHE CYOBEKTaM UM O00BeKTaM JOCTyla YHHUKAJIbHOI'O IpHU3HAKa
(unenTugukaropa), CpaBHEHHE NPEIBABISIEMOrO0 CyObEKTOM (0OBEKTOM) JOCTyna HACHTU(]UKATOpa C
NepeYHEeM MPHCBOCHHBIX MJICHTU(UKATOPOB, a TaKXKe MPOBEPKY MPUHAMIEKHOCTH CYOBEKTY (0OBEKTY)
JIOCTYTIa MPEIbABIEHHOTO UM UAEHTU(]UKATOpa (ITOATBEPKIEHUE MOUIMHHOCTH).

8.2. Mepbl MO YOpPaBICHUIO JOCTYIOM CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa JIOJIKHBI
o0OecnieunBaTh yMNpaBlieHUE MpaBaMU U NPUBUIIETUSIMH CYOBEKTOB JOCTYIa, pa3TpaHUYEHHE JOCTYIa
CyOBEKTOB JI0CTyNa K 00BEKTaM JOCTYIa Ha OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B MH(OPMALMOHHOM
CHUCTEME MpaBWJI pa3TpaHUYECHMsI JOCTyNa, a Takke oOecrneyrMBaTh KOHTPOJb 3a COOJIOAEHMEM ATHX
IIpaBUIL

8.3. Mephl 10 OTpaHUYEHUIO MPOrPAMMHOI Cpenbl TOJIKHBI 00eCreurBaTh YCTaHOBKY M (WJIM)
3allyCK TOJIBKO pa3pelIeHHOr0 K HCIHOJb30BAHUIO B HMH(DOPMAIMOHHOW CHCTEME MPOrpaMMHOIO
o0ecnieyeHrs WJIM HUCKIIOYaThb BO3MOXHOCTh YCTAaHOBKM M (WJIM) 3amycka 3alpelieHHOro K
MCIOJIb30BAHUIO B MH(POPMAITMOHHON CHCTEME MPOrPaMMHOI0 00eCTIeYeHH .

8.4. Meppl MO 3amMTe MAIIMHHBIX HOCHUTENEH IepCOHaIbHBIX IaHHBIX (CpeAcTB 00paboTKu
(XpaHeHUs) IEePCOHANBHBIX JTaHHBIX, CbEMHBIX MAIIMHHBIX HOCUTENIEH NMEPCOHATBHBIX JaHHBIX) JOJKHBI
UCKJTIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOT'O JJOCTYIA K MATMHHBIM HOCUTEINSM U XpaHSIIUMCS Ha
HUX IE€PCOHAIbHBIM JAHHBIM, a TaKKE HECAHKIIMOHUPOBAHHOE HCIIOJIb30BAHNE CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MepCOHATBHBIX TaHHBIX.

8.5. Mepbl 1o perucTpanuu COOBITHI 0€30MaCHOCTH JOJKHBI OOecrmeunBaTh cOOp, 3aIuCh,
XpaHEHUe M 3alluTy UHpOpManuu O COOBITUAX Oe30macHOCTH B MHGOPMAIMOHHON CHCTEME, a TaKXKe
BO3MOKHOCTh IIPOCMOTpA U aHaJIM3a MH(YOPMAIIMK O TAKUX COOBITUSAX U pearnpoBaHUE HA HUX.
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8.6. Mephl MO0 aHTHUBUPYCHOM 3alIuTe JOJDKHBI 0OecrednBaTh oOHapyKeHHE B MH(OPMAIIMOHHON
CHCTeME KOMIIBIOTEPHBIX MPOrpaMM JINOO MHOW KOMITBIOTEPHOH WH(OpMAIMH, NpeIHa3HaYeHHOH Ui
HECAHKIIMOHMUPOBAHHOTO YHUYTOXKEHUS, OJOKMPOBAaHUS, MOIU(PUKAINH, KOMHUPOBAHHUS KOMIIBIOTEPHOMH
UHQOpPMAIMK WM HEHTpadu3aluu CPEACTB 3allUThl HWHPOPMAIMM, a TaKKe pearupoBaHHE Ha
o0OHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

8.7. Mepbl 10 oOOHapyxeHHIO (IIPEAOTBpAICHUIO) BTOPKEHUH JOJDKHBI  00€CIeunBaTh
oOHapyKeHHe JaelcTBUN B WH(POPMAIMOHHONW CHUCTEME, HAMpAaBICHHBIX HA HECAHKIMOHHPOBAHHBIN
JocTyn K uH(OpMmanuu, CcrHenuaibHble BO3ACHCTBUS Ha UWHGOPMALMOHHYIO CHUCTEeMY M (WJIH)
MEePCOHANBHBIC JaHHBIC B IENAX JOOBIBAHMS, YHUYTOXKCHHS, MCKXKECHUS M OJOKUPOBaHUS JOCTyNa K
MIePCOHABHBIM JIaHHBIM, a TAKXKE pearupoBaHue Ha ITH JICHCTBUS.

8.8. Mephbl 1o KOHTPOITIO (aHATH3Y) 3alIUIIIEHHOCTH ITePCOHATBHBIX JIAHHBIX JIOJDKHBI 00SCIICYNBATh
KOHTPOJIb YPOBHS 3allMIICHHOCTH IEPCOHAIBHBIX JIaHHBIX, 00padaThiBaeMbIX B HH()OPMAIIMOHHON
CHUCTEME, IIyTeM IMPOBCACHUA CUCTECMATHUYCCKUX MepoanfITHﬁ 110 AHAJIN3Y  3alIMIICHHOCTHU
WH(POPMAIIMOHHON CHUCTEMbl M TECTUPOBAHHIO PAOOTOCIIOCOOHOCTH CHUCTEMBI 3allUThl EPCOHAIBHBIX
JTaHHBIX.

8.9. MepLI 0 00eCIIeUYeHNIO OCI0CTHOCTH I/IH(I)OpMaI_II/IOHHOI‘/‘I CUCTCMBbI U IICPCOHAJIBHBIX HAHHBIX
JOJIDKHBI o0ecIreynBaTh O6Hap}I)K€HI/I€ (1)8,KTOB HCCAHKIIMOHUPOBAHHOI'0 HApYLWICHUA MLEJIOCTHOCTH
HH(bOpMaL[I/IOHHOﬁ CUCTCMbI U COACPIKAIIHUXCA B HeM INCPCOHAJIIBHBIX JaHHBIX, a4 TAKKC BO3MOXHOCTbH
BOCCTaHOBJICHHUA HH(i)OpMaHPIOHHOfI CHUCTCMBI U COACPKALINXCA B HEl NEPCOHATIBHBIX JaHHBIX.

8.10. Mepbl 1o oOOECNEYEeHUI0 JIOCTYIHOCTH IE€PCOHAIBHBIX JAHHBIX JOJDKHBI 00eclednBaTh
aBTOPU30BAaHHBIM JOCTYN IO0Jb30BaTeNell, UMEIOIUX IpaBa MO JOCTYMY, K NEPCOHAIbHBIM JaHHBIM,
colepauMMcs B MHGOPMALlMOHHOM  cucTeMe, B  IUTAaTHOM  peXuMe  (YHKIIMOHUPOBAHMS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepbl mo 3amure cpeapl BUPTyaIU3alMUA JOJDKHBI HCKIIOYaTh HECAHKIMOHWPOBAHHBIN
JOCTYyNl K TIEpCOHANBHBIM JaHHBIM, OOpalOaThlBa€MbIM B BUPTYaJIbHOW HUHQPACTPYKTYpe, U K
KOMIIOHEHTaM BUPTYaJbHON MH(PACTPYKTYphl U (MJIM) BO3JEHCTBHE Ha HUX, B TOM YHCJE K CpPelICTBaM
yIpaBlIeHUs! BUPTyaJIbHOM HH(PACTPYKTYpOil, MOHUTOPY BUPTYaJIbHBIX MAlINH (THUIIEPBU30PY), CUCTEME
XpaHeHUs JaHHBIX (BKJIIOYas CHUCTEMY XpaHEHUs 0oO0pa3oB BUPTYalbHOH HMH(QPACTPYKTyphl), CETH
neperayv JaHHBIX Yepe3 JJIEMEHThl BUPTYalIbHOW WM (PU3NUECKOM HHPPACTPYKTYpPHI, TOCTEBBIM
OINEpALMOHHBIM CHCTEMaM, BUPTYaJbHbBIM MalllMHAM (KOHTEHHepaM), CHCTEME M CEeTH PpEeIUIMKAllUu,
TEPMUHAJIBHBIM M BHUPTYaJbHBIM YCTPONCTBaM, a TAaKXe€ CHCTEME pE3EpBHOIO KOIUPOBAHUS H
CO3/1aBAEMBIM €10 KOIIHSIM.

8.12. MepsI 10 3a1UTE TEXHUYECKUX CPENICTB JOKHBI HCKI0YaTh HECAHKIIMOHUPOBAHHBIN JOCTYI
K CTAallMOHAPHBIM TEXHUYECKUM CpEICTBaM, OOpadaThIBAIOIIMM I€PCOHANIbHBIE JIaHHBIE, CPEICTBAM,
obecrieunBaroM (YHKIIMOHUPOBAHWE WH(OpPMAIMOHHOM CHCTEMBbI (Jayiee - cpeacTBa oOecreueHus
(YHKIIMOHMPOBAHUS ), U B IOMEIIEHUS, B KOTOPBIX OHU MOCTOSHHO PACIIONIOKEHBI, 3aIIUTY TEXHUYECKUX
CPENICTB OT BHEUIHUX BO3JICHCTBHI, a TAK)KE 3aAIIUTY MEPCOHANBHBIX JAHHBIX, MPEICTABICHHBIX B BHJIE
MH(POPMATHUBHBIX JIEKTPUUECKUX CUTHAJIOB U (PU3UUECKUX MOJIEH.

8.13. MepsI 1o 3amuTe HHPOPMAITMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3U U NIEpPeIaun JaHHBIX
JOJKHBI  00ecleyrBaTh 3allUTy MEPCOHANBHBIX JAaHHBIX MPH B3aUMOACUCTBUM HH(DOPMAIIMOHHON
CUCTEMBbl WJIM €€ OTIENbHBIX CErMEHTOB ¢ HWHBIMH HWHQOPMAIIMOHHBIMA CHUCTEMaMH U
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MH(POPMAIMOHHO-TEJICKOMMYHUKAITUOHHBIMUA ~ CETSIMH ~ TIOCPEJCTBOM  NPUMEHEHUS  apXUTEKTYpPHI
MH(GOPMALIMOHHOM CHUCTEMBbl M INPOEKTHBIX PELICHUI, HalpaBIEHHBIX Ha obOecrieyeHue Oe30MacHOCTH
IIEPCOHAJIBHBIX JIAHHBIX.

8.14. Mepbl 1O BBIABICHUIO MHUUAECHTOB M pEarupoBaHUIO Ha HMUX JOJDKHBI 00ecreuuBaTh
oOHapyKeHHe, UISHTH(PUKALINIO, aHATH3 UHIUACHTOB B HH(POPMALIMOHHOW CUCTEME, a TaKKe IMPUHATHE
Mep 10 YCTPAHEHHUIO U IPENYNPEKICHUIO HHIIUICHTOB.

8.15. Mepbl 1o ympaBlieHHI0 KOHpUTypanueld WHPOPMAITMOHHON CHUCTEMBI M CHUCTEMBI 3aIIUTHI
MEPCOHAJBHBIX  JIaHHBIX  JOJDKHBI  OOCCIICYMBATH  YIPABICHUWE W3MEHEHHSIMH  KOH(UTypanuu
WH()OPMAIIMOHHONW CHCTEMBl M CHUCTEMBl 3alIWTHl TEPCOHAIBHBIX JAHHBIX, aHAIW3 MOTEHIMAIBLHOTO
BO3/ICHCTBUS TUIAHUPYEMbIX U3MEHEHHUH Ha oOecrieueHrue 0e30MacHOCTH IEPCOHAIBHBIX JJAHHBIX, a TAKXKE
JOKYMEHTHUPOBAHUE dTHX U3MCHEHUH.

9. BLI60p MCp II0 obOecreyeHn0 0e30I1aCHOCTH ICPCOHAJIbHBIX JaHHBIX, IIOJICKAIIUX PCAIN3alINH
B HH(i)OpMaHHOHHOﬁ CUCTCMC B paMKax CHUCTCMbI 3allIUTHI IICPCOHATIbHBIX JaHHBIX, BKIIOYACT:

ornpeneneHue 6a3oBoro Habopa Mep 1Mo obOecreyeHHro 0e30MaCHOCTH MEePCOHAIBHBIX JaHHBIX Ui
YCTaHOBJICHHOTO YPOBHS 3alIMIIIEHHOCTH MIEPCOHATBHBIX JAHHBIX B COOTBETCTBHH C 0a30BBIMU HabOpaMu
Mep 1o oOecreyeHHI0 O€30MaCHOCTH IEPCOHANBHBIX JaHHBIX, MPUBEICHHBIMU B MPUIOKEHUU K
HACTOSILIEMY TOKYMEHTY;

aganrtanuio 0Oa3zoBoro Habopa Mep mo obecredeHHI0 Oe30MacHOCTH IMEPCOHATIbHBIX TaHHBIX C
YUETOM CTPYKTYPHO-(YHKIMOHAJIBHBIX XapaKTEPUCTUK MH()OPMAITMOHHON CHUCTEMBI, HH()OPMAIIMOHHBIX
TEXHOJIOTUH, 0COOCHHOCTEH (PYHKIIMOHUPOBAHUS HH(DOPMALIMOHHON CUCTEMBI (B TOM YHCIIE UCKITIOUCHHE
n3 6a3oBoro Habopa Mep, HEMOCPEICTBEHHO CBS3aHHBIX C WH(OPMALMOHHBIMU TEXHOJIOTHUSMH, HE
UCIOJIb3YEMBIMU B UH(pOPMAIIMOHHOMN CUCTEME, WIH CTPYKTYPHO-(YHKIIMOHATIBHBIMU
XapaKTepUCTUKAaMU, HE CBOICTBEHHBIMU MH(POPMAIITMOHHOMN CHCTEME);

YTOUYHEHHE aJanTHPOBaHHOro Oa3oBoro Habopa Mep Mo oOecneueHHro Oe30MacHOCTH
MEPCOHANBHBIX JIAHHBIX C YYeTOM HE BBIOpaHHBIX paHee Mep, NPUBEIEHHBIX B MPUIOKEHUH K
HACTOSIILIEMY JIOKYMEHTY, B pPe3yjbTaTe 4Yero OMNpEeAEssIOTCS Mepbl MO 00ecledeHuIo 0e30MacHOCTH
MIEPCOHANBHBIX JAHHBIX, HAINPaBJICHHbIE Ha HEHUTPAIU3allMI0 BCEX AaKTyalbHBIX Yrpo3 OE30MacHOCTH
NEePCOHAIBHBIX JAHHBIX JUIsI KOHKPETHOW HHPOPMALIMOHHOM CUCTEMBI;

JIOTIOJIHEHWE  YTOYHEHHOI'0 aJanTHpOBaHHOro 0a3oBoro Habopa Mep 10 0OeCHedyeHHUIo
0€30IaCHOCTH MEePCOHAIBHBIX JAHHBIX MEpaMHu, 00OECIeUYNBAIOIIMMH BHITIOJIHEHUE TPeOOBaHUI K 3aIluTe
MNEPCOHANIBHBIX JAaHHBIX, YCTAHOBJICHHBIMHW HWHBIMU HOPMATWUBHBIMH IIPAaBOBBIMU aAKTaMH B o0JacTu
obecrieyeHrs: 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX M 3aLIUThI HH(OPMAIIHH.

10. [Ipn HEBO3MOXKHOCTH TEXHMUYECKOH peann3aliy OTAENbHBIX BRIOPAHHBIX MEp MO 00ECeueHUI0
0€30MaCHOCTH MEePCOHATBHBIX JIaHHBIX, a TAKXKE C YYETOM HIKOHOMHUYECKON 11€71€CO00pa3HOCTH Ha ATarax
aganTanuu 6a30Boro Habopa mMep W (WIM) YTOYHEHHUS aJanTHpPOBaHHOTO 0a3o0Boro Habopa Mep MOTYT
pa3pabarbIBaTbcs HMHBIE (KOMIIEHCHUPYIOIIUE) MEpbhl, HalpaBlIeHHblE Ha HEUTPaIU3alMI0 aKTyaJIbHBIX
yIrpo3 6€30MacHOCTH EPCOHATBHBIX TAHHBIX.

B stoM ciyyae B xonme pa3pabOTKM CHCTEMBI 3alIMTHl MEPCOHANBHBIX JNaHHBIX JOKHO OBITh
MIPOBEJIEHO OOOCHOBAaHME TPUMEHEHHUS KOMIIEHCUPYIOUIMX Mep Mg obOecreyeHus Oe30MacHOCTH
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NEPCOHANIBHBIX JAaHHBIX.

11. B cinydae ompezaeneHusi B COOTBETCTBUHM ¢ TpeOOBaHUSAMHU K 3alIUTE MEPCOHAIBHBIX MPH HX
00paboTke B MH(POPMANMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX, YTBEPKICHHBIMH MTOCTAHOBICHHEM
[IpaButensctBa Poccuiickori ®eneparuu ot 1 HosOpst 2012 r. N 1119, B kadecTBe aKTyallbHBIX YIpO3
0€30MMacCHOCTH MEPCOHATBHBIX JAHHBIX 1-r0 W 2-TO TUINOB JOTOJHUTEIHLHO K MEpaM IO OO0ECIEUYCHUIO
0€30MacCHOCTH TMEpPCOHANBHBIX JaHHBIX, YKa3aHHBIM B IYHKT€ § HACTOAILIETO JOKYMEHTa, MOTYT
MIPUMEHATHCS CIICYIOIINE MEPHI:

NPOBEPKA CUCTEMHOTO U (MJIH) MPHUKJIAJTHOTO MPOTPAMMHOI0 00ECIICYCHHUsI, BKITFOYast IPOTPAMMHBIIA
KOJl, Ha OTCYTCTBHE HEJICKIAPHUPOBAHHBIX BO3MOXHOCTEH C HUCIOJIB30BaHHUEM AaBTOMATHU3UPOBAHHBIX
cpenctB u (Mau) 6e3 UCIOJIb30BaHUS TAKOBBIX;

TECTUPOBAHUE HHPOPMAIIMOHHON CHUCTEMBI HA IPOHUKHOBEHHUS;

HCIIOJIB30BaHHC B HHq)OpMaHHOHHOﬁ CHUCTEMEC CUCTCMHOI'O U (I/IJ'II/I) IMPUKIAAHOIO IMPOIrpaMMHOI0
O6€CH€‘~I€HI/I$I, pa3pa60TaHH0r0 C UCIIOJIb30BAHUCM MCTOJIOB 3alIUIICHHOI'O IPOIrpaMMUPOBAHUA.

12. TexHu4eckue Mepsl 3allUThl IEPCOHAIBHBIX JaHHBIX PEATU3YIOTCS MOCPEACTBOM IPUMEHEHUS
CPEICTB 3alIUThl MH(OpMalKU, B TOM YHCJIE MPOTrPpaMMHBIX (IIPOrpaMMHO-aNNapaTHbIX) CPEACTB, B
KOTOPBIX OHU PEaTM30BaHbl, UMEIOIIUX HEOOX0UMble (PYHKIIMU 0€30IaCHOCTH.

[lpu wucnonb30BaHMM B WH(POPMALMOHHBIX CHCTEMAaxX CEPTH(GHUIMPOBAHHBIX MO TPeOOBAHUIM
6e30macHOCTH UH(OPMALIUU CPEJICTB 3aLTUTHl HHPOPMAIIH:

B I/IH(l)OpMaIII/IOHHI)IX cucremMax 1 ypOBHSI 3AIMUIIICHHOCTHU HepCOHaJ'II)HBIX JaHHBIX HpI/IMeHﬂI-OTCSI
CpeacTBa 3amuThl MHGOpMAIMU He HIbke 4 Kiacca, a TaKkKe CPEeICTBAa BBHIYMCIUTENBHON TEXHHUKH HE
HIDKe 5 KItacca;

B MH(OPMALMOHHBIX CHCTEMaxX 2 YpPOBHS 3aIIMIIEHHOCTH MEPCOHANBHBIX TaHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl MHGOPMAIIMK HE HUXKE S5 Kilacca, a TakKe CPE/ICTBA BBIUMCIUTEIHHOM TEXHUKH HE
HIDKE 5 Kiacca;

B I/IH(l)OpMaIII/IOHHI)IX cucremMax 3 ypOBHSI 3AIMUIIICHHOCTHU HCpCOHaJ'II)HI)IX JAaHHBIX HpI/IMeHﬂIOTCﬂ
CpelcTBa 3alUThl MHGOpPMAIIUU HE HIDKE 6 Kilacca, a TaKKe CPe/ICTBAa BBHIYUCIUTENBHON TEXHUKU HE
HIDKe 5 Kitacca;

B MH(OPMALMOHHBIX cHCTeMaxX 4 ypOBHS 3alIMIIEHHOCTH MEPCOHANBHBIX TaHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl HHGOPMAIMK HE HIKE 6 Kilacca, a TakXKe CPEJICTBA BBIYUCIUTEIHLHON TEXHHUKU HE
HIDKE 6 Ki1acca.

Krnaccel 3ammThl  OmpenensitoTcsi B COOTBETCTBUHM C HOPMATUBHBIMHM IPaBOBBIMU aKTaMH,
W3JJaHHBIMH B COOTBETCTBMM C moanyHkToM 13.1 mynkra 8 Ilonoxenuss o denepanpHoil ciayxbe 1o
TEXHUYECKOMY W JKCIIOPTHOMY KOHTPOJIIO, YTBepxkAeHHoro YkazoM lIpesmnenta Poccuiickoit
®enepaunu ot 16 aBrycra 2004 r. N 1085.

[Ipu wucnonb3oBaHMKM B  UHGOPMAIMOHHBIX CHUCTEMAaxX CpPEICTB 3allUThl  HHQOpMAINH,
CepTU(GHUIMPOBAHHBIX 1O TPeOOBaHUAM 0€30MacHOCTH MH(POPMAIIUH, YKa3aHHbIE CPEJICTBA JIOJIKHBI ObITH
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CepTHU(HUIMPOBAHBl HAa COOTBETCTBHE O0O0s3aTeNbHBIM TPeOOBAHUSAM TO OE30MAaCHOCTH WH(OPMALHUH,
YCTaHOBJICHHBIM HOPMATHUBHBIMH ITPABOBBIMH aKTaMHM, HJIM TPEOOBaHMSM, YKa3aHHBIM B TEXHHUUECKHX
YCIOBUSIX (3aIaHUSX 1O 0€30MaCHOCTH).

(DYHKI_[I/II/I 0e30macHOCTH CpCaACTB 3alllUThI I/IH(l)OpMaI_[I/II/I JOJI2KHBI o0ecneynBaTh BBINOJIHEHHE MEp
10 00eCIeUeHNUI0 OC30IMaCHOCTH NEPCOHANIBHBIX JAHHBIX, COACPKAIIUXCA B HACTOAIICM JOKYMCHTC.

Hns obecnedenuss 1 u 2 ypoBHEH 3alMIICHHOCTH IEPCOHAIBHBIX MJAaHHBIX, a TaKKe I
obecriedeHrss 3 ypOBHS 3alMIIEHHOCTH MEPCOHAIBHBIX AAHHBIX B MH()OPMAIMOHHBIX CHUCTEMaXx, JJIs
KOTOPBIX K aKTYaJbHBIM OTHECEHBI YIpO3bl 2-TO THMA, MPUMEHSIOTCS CepTU(HUIHMPOBAHHBIE CPEACTBA
3aIMThl MHPOPMALUK, MPOrpaMMHOE OOECIeYeHHE KOTOPBIX IMPOLUIO NMPOBEPKY HE HUXKE YeM 1o 4
YPOBHIO KOHTPOJISI OTCYTCTBHS HEJICKIIaPUPOBAHHBIX BO3MOXHOCTEH.

(m. 12 B pen. Ilpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnonb30BaHUU B UH(DPOPMALIMOHHBIX CUCTEMaxX HOBBIX MH(GOPMAIMOHHBIX TEXHOJOTHH U
BBISIBIICHUM JIOTIOJIHUTENIBHBIX yrpo3 OE€30MacHOCTH TEPCOHAJIBHBIX JIaHHBIX, I KOTOPBIX HE
orpezeNieHbl MEphl 00ecreyeHs] UX 0€30MacHOCTH, JOJKHBI pa3padaThIiBaThCsl KOMIIEHCHUPYIOLIUE MEphI
B COOTBETCTBUU € MyHKTOM 10 HacTOSIIEro JOKyMEeHTa.

[Ipunoxxenne

k CocTaBy U coepKaHHIO
OpraHU3alUOHHBIX U TEXHUYCCKUX
Mep 1o o0ecTieueHu 0 Oe30MacHOCTH
NEePCOHATBHBIX JIaHHBIX MPH UX
00paboTke B MHPOPMALITMOHHBIX
CHCTeMaXx MEePCOHATBHBIX JTaHHBIX

COCTAB 1 COAEP>)XAHUE
MEP 110 OBECITEYEHUIO BE3OITACHOCTH [NIEPCOHAJIBHBIX TAHHBIX,
HEOBXOJIMMbIX JIJIS1 OBECITIEUEHM ST KAXIOI'O U3 YPOBHEN
SAIIMIIEHHOCTH ITEPCOHAJIBHBIX JTAHHBIX

YcnoBHoe Coneprxanne Mep 1o o0ecredeHn o 0€30MacHOCTH | YPOBHHU 3alIMIIIEHHOCTH
o0o3HaYeHHE U MEPCOHANBHBIX TaHHBIX MEPCOHAITBHBIX JTaHHBIX
HOMEpP MepbI

4 3 2 1

I. Unentudukanus u ayreHTUUKanus cyobeKkToB JocTymna 1 00bekToB goctyna (MAD)

NAD.1 Wnentudukanus 1 ayreHTU(UKaLUs Moab30BaTenei, | + + + +
SIBJISTIOIITUX CST paOOTHUKAMHM OTlepaTopa

NAD.2 Wnentudukanus u ayreHTU(UKAIMS YCTPOWCTB, B + +
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TOM HHUCIIC CTalMOHAPHLBIX, MOOMJIbHBIX u

MIOPTaTUBHBIX

NAD.3 VYnpasienue wuneHtudukaropamu, B TOM uucie| + + + +
CO3JlaHHe, IPUCBOEHHUE, YHUYTO)KEHUE
UACHTU(PHUKATOPOB

NAD.4 VYnpaBienue cpeicTBaMu ayTreHTH(uKanuu, B ToM| + + + +
qyuciae ~ XpaHEHWe,  Bbllaya,  HWHUIMAIU3aLMs,

OJIOKMPOBAaHUE CPEJCTB AyTCHTU(UKAIIUHN U TIPUHSITHE
Mep B cilydae yTparbl W (WIM) KOMIIPOMETAIH
CPEICTB ayTeHTU(UKAIINN

HNAD.5 amra oOpaTtHo# CBSI3U npu BBOZE| + + + +
ayTeHTU(UKAIMOHHON HHbOpMaIuu

HNAD.6 Nnentudukanus u ayTeHTHPUKAIUS [MOJIb30BaTeNeH, | + + + +
HE SIBJISIOIIMXCS paOOTHUKAMHU oreparopa (BHEIIHUX
MOJI30BaTENICH )

II. Yrpasnenue noctynom cyObeKTOB gocTyna kK oobektam pocrymna (YI1I)

VIII.1 VYupasiienue (3aBeleHUE, aKTUBAIWsA, OJIOKHpOBAHHE | + + + +
u YHHUTOKEHHE) YYETHBIMU 3alACIMU
MOJIb30BaTENCH, B TOM quciie BHEITHUX
oJIL30BaTelei

VII.2 Peamuzanus HEOOXOIMMBIX METOmOB| + + + +

(IMCKpEMOHHbIN, MaHJIaTHBIM, pPOJIEBOM WM WHOU
METO/), TUIIOB (UTE€HHUE, 3aIlUCh, BBINOJHEHUE WIN
MHOM TUIT) U MpaBWJI pa3rpaHUYEeHUs JOCTYyIa

VIIA.3 VYpasnenue (punbTpanus, Mapuipyrusanus, |+ + + +
KOHTpPOJIb COEIMHEHUI, OJJHOHAIIPABJICHHAs Ileperadya
U UHBIE CHOCOOBI YIpaBieHHs) UH(POPMALMOHHBIMU
MIOTOKAMH  MEXJAY  YCTPOWCTBaMH, CETMEHTaMH
MH(OPMALIMOHHONW  CHCTEMBI, a TaKXke MEXIy
MH(POPMALMOHHBIMH CUCTEMaMHU

VII/1.4 Pazngenenne mnonHomounii (posieil) moab3oBarenew,| + + + +
aIMUHUCTPATOPOB W JHI,  OOECHEYMBAIOIINX
(GyHKIIMOHUPOBaHKUE WH(HOPMAITMOHHON CUCTEMBI

VIS Ha3nauenne MHMHUMaJIBHO HEOOXOJMMBIX MpaB u| + + + +
MIPUBUJIETUI TIOJB30BaTENAM, AIMUHHUCTPATOpaM H
aumaM, — o0ecreyuBalomuM  (YHKIHMOHUPOBAHUE

MH(OPMALIMOHHON CUCTEMBI

VII.6 OrpanudeHre HEYCHENIHBIX IMOMNBITOK BXoJa B| + + + +
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UH(POPMAIIMOHHYIO CHCTEMY (moctyna K
MH(OPMAIIMOHHOH cUCTEME)

VIIJL.7

[IpenynpexnaeHue mosb30BaTenass IPU €ro BXOJAE B
MH()OPMALIMOHHYI0O  CHUCTEMY O TOM, 4YTO B
MH(POPMAIIMOHHON CHUCTEME pEaJT30BaHbl MEpPHI IO
o0ecrnieueHno 0€30MacHOCTH NEPCOHABHBIX JaHHBIX,
U 0 HEOOXOOMMOCTH COOJIOACHUS YCTAHOBJICHHBIX
orepaTopoM MpaBWwi  00pabOTKH MEPCOHAIBHBIX
JTAHHBIX

VIIJL8

OmnogselieHue MoJIb30BaTeNs OCIE YCHEIIHOTO BX01a
B MH(OPMALMOHHYIO CHUCTEMY O €ro HpeIblaylieM
BXO/I€ B HUH(OPMAIIMOHHYIO CHCTEMY

VIIJL.9

OrpannueHne 4ucia napanielbHbIX CEaHCOB JIOCTYIa
IS KaXIOW  y4eTHOW  3alliCH  IOJIb30BaTeNs
MH(POPMAIIMOHHON CUCTEMBI

VITA.10

bnokupoBaHue ceaHca 0cTyna B HH(OPMAILMOHHYIO
cUcTEMY nocie YCTaHOBJIEHHOI'O BpEMEHU
Oe3neiicTBrsI (HEaKTUBHOCTH) TOJB30BATENS WIH IO
€ro 3amnpocy

VIL11

Pazpemienne (3amper) AEUCTBUN MOJb30BaTElCH,
pa3perIeHHbIX 10 uAeHTUDUKAITIH "
ayTeHTU(UKALUN

VIIJL12

[Mognepxka U coxpaHeHue aTpuOyTOB 0€30MACHOCTH
(MeTok 6e301MacHOCTH), CBSI3aHHBIX ¢ HHPOpMAIIUEH B
MpoIiecce ee XpaHeHus1 U 00paboTKH

VIIL13

Peann3anus 3alMIIEHHOrO  yJaJl€HHOIO JOCTyIa
CyOBEKTOB JocTyna K OOBEKTaM JOCTyla depe3
BHEIIHUE HH(OPMALMOHHO-TEIEKOMMYHHUKAIIMOHHbIE
CEeTH

VIIJL.14

PernaMenTanuss W KOHTPOJIb HCIIOJIB30BAHHSA B
nH(pOpPMaAITMOHHOM CHCTEME TEXHOJIOTHI
6ecrpoBOIHOTO AOCTYIa

VIII.15

PermamenTanuss ¥ KOHTpPOJb HCHOJIB30BAHUS B
WH(POPMAITMOHHON CHCTEME MOOMITBHBIX TEXHHYECKUX
CPEICTB

VIII.16

VYnpasnenue B3aUMOJIENCTBUEM c
WH(pOPMAITMOHHBIMHU CUCTEMAMHU CTOPOHHUX
opranuzanuii (BHeIIHre nH(HOPMAIMOHHBIE CUCTEMBI)
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VIIJL.17

ObecrieyeHne  JOBEPEHHOM  3arpy3Ku  CpeJICTB
BBIYUCIIUTEIILHON TEXHUKHU

[II. Orpanunuenune nporpammuoi cpensl (OIIC)

OIIC.1

VYnpasiieHue 3amyckoM (00palieHussM1) KOMIIOHEHTOB
IpPOrpaMMHOr0  obOecreueHus, B  TOM  4HCIE
OIIpE/ICJICHUE 3aIyCKaeMbIX KOMIIOHEHTOB, HACTPOHKa
[apaMeTpoB 3alycka KOMIIOHEHTOB, KOHTpPOJb 3a
3aIlyCKOM KOMIIOHEHTOB IIPOrPAMMHOTI0 OO€CIIeUeHUs

OIIC.2

VYnpasnenue YCTaHOBKOH (MHCTAITALIUECH )
KOMITOHEHTOB TPOTPaMMHOI0 OOecleyeHus, B TOM
YlCclie OIpe/ieieHHe KOMIIOHEHTOB, IOUIEkKAIINX
yCTaHOBKE, HACTpPOHWKa MapaMeTpoOB  YCTaHOBKH
KOMITOHEHTOB, KOHTPOJIb 3a YCTaHOBKOH
KOMITOHEHTOB IIPOrPaMMHOT0 00ecTieyeHus

OIIC.3

VYcTaHoBKa (MHCTAJUISALUSA) TOJIBKO Pa3pelieHHOro K
HCIOJIb30BAHUIO IPOIPAMMHOI0 OOecrieyeHus U (UiIH)
€ro KOMIIOHEHTOB

OIlC.4

VYnpasieHue BpeMeHHbIMM (paiiiaMu, B TOM YHCIE
3alpeT, pa3pellieHue, IIEPEeHANpaBlICHUE 3allucH,
yIaJeHue BpeMEHHBIX (haiiiioB

IV. 3amura MamMHHBIX HOCUTENEH NepCcOHaNbHBIX AaHHbIX (3HUN)

3HU.1

Yyer MalIMHHBIX HOCUTEICH MNEPCOHATIBHBIX TaAHHBIX

3HU.2

anaBneHHe JOCTYIIOM K MAIIMHHBIM HOCHUTCIISAM
NEPCOHANIBHBIX TaHHBIX

3HIN.3

KoHTponp mnepeMemieHuss MallMHHBIX HOCHUTENIEH
IIEPCOHANIBHBIX JAaHHBIX 3a IPEIEIbl KOHTPOIUPYEMON
30HBI

3HN.4

HckmroueHne BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHST C  COJIEp)KaHWEM  TEePCOHATBHBIX
JTAHHBIX, XPaHALNIMXCA HA MAIIUHHBIX HOCUTENSIX, H
(W) WCTONB30BaHUS HOCHUTENEH TEepCOHATBHBIX
JAHHBIX B MHBIX WH(OPMAIITMOHHBIX CHCTEMAX

3HIN.5

Kontpone wucnonp3oBanusi wuHTEP(DEHCOB  BBOJA
(BpIBOZA) WH(OpPMAIMK Ha MAIIWHHBIE HOCUTENH
MEePCOHABHBIX JAHHBIX

3HU.6

Kontpone BBOma (BeIBOma) wuH(MOpMaAnuu  Ha
MAaIlIMHHbBIE HOCUTEN EPCOHATIbHBIX JTAHHBIX
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3HN.7

KOHTpOJ'IB INOAKIIOYCHU MallMHHBIX HOCHUTENCH
MEPCOHANIBHBIX JaHHBIX

3HHN.8

YHuuToxxeHue (CTUpaHue) UM  O00e3IMYUBAHUE
MEPCOHANBHBIX JaHHBIX HA MAIIUHHBIX HOCHUTEINSAX
npu WX I[epenade MeEXAy IOJb30BATEIsIMU, B
CTOPDOHHHME  OpraHu3allud JJIi  pPEeMOHTa  WIH
YTUIU3aliMd, a TakkKe KOHTPOIb YHUYTOXKCHHS
(cTupanwusi) Uiy 00e3TMUMBAHUS

V. Peructparus coobituii 6e3onacaoctu (PCBH)

PCb.1

OmnpeneneHne coOBITHI O€30MTaCHOCTH, TOJJICKAIIUX
pPErucTpalnu, U CPOKOB UX XPaHCHUS

PCb.2

Ompenenenue cocraBa U cojep kaHust HHGOpMaIUU O
COOBITHSX OE€30MACHOCTH, TIOJICKALINX PETHCTPALUN

PCB.3

C6op, 3anmch U XpaHeHHe WHPOPMAIMUA O COOBITHIX
0€30MacHOCTH B TEYEHHE YCTAHOBJICHHOTO BpPEMEHH
XpaHEHUs

PCb.4

PearupoBanue Ha cOou HpHU perucTpauuu COObITHM
0e30macHOCTH, B TOM 4YHCJE allapatHele U
IIporpaMMHble OMMOKH, cOOM B MeXaHM3Max cOopa
uHbopMalMMd U JIOCTH)KEHHE  Ipejena  WIH
MIEPETIOHEHNs 00beMa (EMKOCTH ) aMsITH

PCB.5

MounutopuHr  (IpOCMOTp,  aHalM3) Pe3yJbTaTOB
perucTpanuu COOBITHI 0e3omacHOCTH u
pearupoBaHHe Ha HUX

PCBb.6

'enepupoBaHue BpeMEHHBIX METOK M (WUJN)
CUHXPOHM3ALM CHUCTEMHOI'O BPEMEHU B
MH(}OPMALIMOHHON CHUCTEME

PCB.7

3ammra uHGOpMaIK O COOBITUSAX 0€30MacHOCTH

VI. AutuBupycHas 3ammuta (AB3)

AB3.1

Peanuzanms aHTHBprCHOﬁ 3alllUThI

AB3.2

OOHoBiIeHHE 0a3bl JAHHBIX MPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX NPOrpamMM (BUPYCOB)

VII. O6napyxenue Bropxennii (COB)

COB.1

OO6HapyxeHne BTOPKEHHM
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COB.2 OO6HoOBIeHME 0a3bI PEIIAOIINX MTPABUIT + +

VIII. KonTposb (aHamu3) 3aUIIEHHOCTH TIEpCOHATbHBIX JaHHBIX (AH3)

AH3.1 BrisBiienne, aHanu3 ys3BUMOCTEH MHGOPMAIMOHHON + + +
CUCTEMbl U  ONEPATHUBHOE YCTPAHEHHE BHOBH
BBISIBJICHHBIX YSI3BUMOCTEI

AH3.2 KoHTposib yCTaHOBKM OOHOBJICHMM MPOTpaMMHOTO| + + + +
obecriedeHus, BKJIOYas OOHOBICHHE MPOTPAMMHOIO
o0ecrniedeHus CpeICTB 3Tl UHPOPMATUU

AH3.3 KonTpons paboToCTIOCOOHOCTH, [apaMeTpoB + + +
HACTPOMKH M MPaBWIBHOCTH (DYHKIIMOHUPOBAHUS
MPOrPaMMHOTO OOECTICYeHHsT M CpPEACTB 3allHUTHI

nHpopmauu

AH34 Kontpounb cocTaBa TEXHUYECKUX CPEACTB, + + +
MPOrPaMMHOTO OOCCIICUEHUSI W CPEICTB 3aIIUTHI
nHpopmauu

AH3.5 KoHTponbp mnpaBun reHepanuMd U CMEHBI MapoJiel + +

[IOJI30BATENIEH, 3aBENCHHUS W YAAJICHUS YYETHBIX
3amucedl  MOoJib30Bareiei, pealn3aluyd  MPaBHII
pasrpaHuyeHus JOCTYIIa, ITOJITHOMOYM I
1oJib30BaTesel B MHPOPMAILMOHHON cucTeMe

IX. OGecniedenune 1eIOCTHOCTH MHPOPMAITMOHHOM CUCTEMBI U TTepcOHANBbHBIX JTaHHBIX (OLJT)

OLJI 1 KoHTpoJIb 11e10CTHOCTH MPOTrPaMMHOI0 00ecrieyeHus, + +
BKJIIOYasi MporpaMMHOE€  oOecliedeHHe  CpeiCTB
3alUThl HH(pOpMALUU

OLJI.2 KoHTponb 1ENOCTHOCTH MEpPCOHAIBHBIX JAHHBIX,
coJiepkammxcs B 0a3ax JNaHHBIX HH(OpPMALMOHHOU
CHUCTEMBI

OLJL.3 OOGecrieueHue BO3MOXKHOCTH BOCCTaHOBJICHHS

MIPOrpaMMHOTO OOecreyeHusi, BKIYasi IPpOrpaMMHOE
o0ecrieyeHrne CpeACTB 3alIUThl MH(OpMAIUM, TpU
BO3HUKHOBEHUHU HEIITATHBIX CUTYaIHil

OLJL4 OOHapy)XeHHE W pearupoBaHHE Ha IOCTYIJICHHE B + +
MH(OPMALIMOHHYIO  CHUCTEMY  He3alpalluBaeMbIX
AJIEKTPOHHBIX COOOIIEHUH (IHMceM, JOKYMEHTOB) W
uHOM  wuHpopmanuM,  HE  OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO  MH()OPMAILIMOHHOM  CHCTEMBI
(3amuTa OT crama)
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OLUL5

KouTponb conepkanus uHbopmMaluu, rnepenaBaeMoi
U3 UH(OPMANMOHHOW CHCTeMBI (KOHTEHHEpPHBIH,
OCHOBaHHBIM Ha CBOMCTBaX 00OBEKTa J0CTyNa, U (MJIN)
KOHTEHTHBII, OCHOBAHHBIN Ha IOUCKE 3alPEIIEHHON K
nepenavye nHGOPMaIMU C UCIOJIB30BAaHUEM CUTHATYD,
MacoKk W HHBIX METOJOB), U  HCKIIOUYCHHUE
HEMpaBOMEpHOW  mepenayn  HHPOpMALMH U3
MH(POPMALIMOHHON CUCTEMBI

OLJI.6

OrpanuueHue IpaB II0JIb30BATEIEM IO  BBOIY
uHpopMalnuu B MHYOPMAIIMOHHYIO CUCTEMY

OLL7

KoHTponb TOYHOCTH, MOJHOTBI M HPaBUIBHOCTH
TAHHBIX, BBOJUMBIX B HHPOPMALIMOHHYIO CUCTEMY

OLUJIL.8

KoHTpoib ommOouHbIX AEHCTBUM IOJIb30BATENEH IO
BBOJAY U (MJM) meperade NEpCOHANIbHBIX JAaHHBIX U
NPeIyNpexaeHUe MOoNb30BaTeieid 00 OIMMOOYHBIX
IEUCTBUIX

X. ObecrnieueHre JOCTYITHOCTH NEPCOHAIBHBIX JAHHBIX

(OAT)

OJIT.1

Hcnonn3oBanne OTKaSOyCTOfIIIHBI)IX TEXHUYCCKUX
CpCacCTB

OAT.2

PesepBupoBanue TEXHUYECKUX CPEICTB,
MPOrpaMMHOTO OOECreueHusi, KaHajloOB Iepeladyu
uHpopManuy, CpEICTB obecrieueHus
(GyHKIIMOHUPOBaHMS UH(POPMALIMOHHON CUCTEMBI

O/T.3

KonTpons 0€30TKa3HOro (YHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJICTB, OOHApY)KEHUE U JIOKATU3AIMs
O0TKa30B (YHKIMOHUPOBAHHUSA, MPHUHITHE Mep IO
BOCCTQHOBJICHMIO  OTKAa3aBIIMX CPEACTB M  MX
TECTHPOBAHNE

OJIT.4

[eproamueckoe pe3epBHOE KOMHUPOBAHUE
NEePCOHANBHBIX JaHHBIX Ha pE3epBHBIC MAaIIHMHHBIC
HOCHUTCIIU IIEPCOHAIBHBIX JaHHBIX

OJIT.5

Obecneuenue BO3MOYKHOCTH BOCCTAHOBJICHUS
NIEPCOHAIBHBIX JaHHBIX C PE3EPBHBIX MAaIIMHHBIX
HOCHUTENIEHl TMEepCOHANBHBIX JaHHBIX (PE3epBHBIX
KONMI{) B TEUEHHE YCTAaHOBJIEHHOTO BPEMEHHOTO
MHTEpBaJa

XI. 3amuta cpeapl BupTyanm3ainuu (3CB)

3CB.1

Wnentudukanuss u  ayreHTU(UKAIUS CYOBEKTOB
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JocTynma U OOBEKTOB JOCTyla B BHPTYaJbHOM
UHPPACTPYKTYpe, B TOM YHCJIE AIMHHUCTPATOPOB
yYIpaBJIEHUS CPEeICTBAaMU BUPTYyaIU3aluU

3CB.2 VYmpaBineHue J0CTynoM CyOBEKTOB JOCTyma K| + + + +
00BEKTaM JIOCTyIa B BHUPTYAIbHOH HMH(PPACTPYKTYpE,
B TOM YHCJI€ BHYTPU BUPTYAJIbHBIX MAITUH

3CB.3 Perucrpanus coObITHI 6€30MIAaCHOCTH B BUPTYaJIbHOU + + +
UHPPACTPYKTYpE
3CB4 VYnpasienue (punpTparnmys, MapIIpyTU3aLHUs,

KOHTPOJIb COEAMHEHHUS, OJTHOHANPABJICHHAS Iepeiaya)
MOTOKaMH  WHGPOpPMAMKM  MEXAY KOMIOHEHTaMH
BUPTYaJbHOW  HHPPACTPYKTYpbl, a Takke IO
NEPUMETPY BUPTYaIbHOU UH(PPACTPYKTYpPbI

3CB.5 JloBepeHHass 3arpy3ka CEpPBEpPOB BUPTyaIU3aLUH,
BUPTY&JIbHOM MaluHbl (KOHTEHHEpa), CEpBEPOB
YIPABICHUS BUPTYyaIu3auei

3CB.6 VYipasneHue nepeMeleHUEM BUPTYaIbHbIX MalluH + +
(KoHTEWHEPOB) U 00padaTHIBAEMBIX HA HUX JAHHBIX

3CB.7 KonTpons LEJIOCTHOCTHU BUPTYaJIbHOU + +
UHOPACTPYKTYPHI U €€ KOH(pUrypauui

3CB.8 Pe3epBHOE KONMpPOBAaHME [JAHHBIX, PE3EPBUPOBAHME + +
TEXHUUYECKUX CpPEICTB, MPOTPaMMHOr0 obOecreyeHus
BUPTyaJlbHOW HMH(PACTPYKTYphl, a TaKKe KaHaJOB
CBSI3M BHYTPU BUPTYalIbHOU HHPPACTPYKTYPBI

3CB.9 Peanuszanus u ynpaBieHne aHTUBUPYCHOM 3aIIUTOM B + + +
BUPTyaJIbHOU UHPPACTPYKTYpE

3CB.10 PazOuenne BHpTyanbHOM  HMHQPACTPYKTYpbl  Ha + + +
CETMEHTHI (cerMeHTHUpOBaHHE BUPTYaJIbHON
UHGPACTPYKTYphl) Uisi O0OpaOOTKM TepPCOHATbHBIX
JaHHBIX OTJICBHBIM TT0JIb30BaTeNleM U (WIK) TPYIOn
M0JIb30BaTENEN

XII. 3amuta Texundeckux cpencts (3TC)

3TC.1 3amura nH(popManuu, o0OpabaThsiBaeMOi
TEeXHUYECKUMH CpEACTBaMHU, OT €€ YTE€YKH IO
TEeXHUYECKUM KaHajIam

3TC.2 Opranuszanuss KOHTPOJIUPYEMOH 30HBI, B IIpeaesiax
KOTOPOM TIOCTOSHHO pPa3MELIaloTCs CTaluOHapHbIE
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TEXHUYECKHE cpencTaa, oOpabaTsIBarorue
uHpOpPMAILIMIO, U CPEACTBA 3alIUTHl WH(pOpMAIHHU, a
TaKKe CpescTBa odecreueHus (yHKIMOHNPOBAHUS

3TC.3 Kontposne u ymnpaBineHue (u3nyeckum AOCTymoM K| + + + +
TEXHUYECKUM  CpPEJCTBAaM,  CpPEIACTBAM  3alUThI
nHpopManuu, CpelIcTBaM obecrieueHust

(YHKIIMOHUPOBAHMS, a TaKKe B TOMCIICHUS U
COOpYKEHHsI, B KOTOPbIX OHHM YyCTAHOBJICHBI,
WCKJTIOYAIONINE HECAaHKIIMOHUPOBAHHBIN (hU3NYECKUA
JOCTYIl K cpeactBaM o0paboTku  HMH(POpPMAIINH,
CpeAcTBaM 3alIUTHl HMHPOPMALUKU U  CpPEACTBaM
obecrniedueHrs (HYHKIIMOHUPOBAHUS MH(DOPMALIMOHHOM
CUCTEMBI, B TOMCIIEHUS U COOPYKEHUS, B KOTOPBIX
OHH YCTaHOBJICHBI

3TCA4 Pa3memnienue ycTpoiicTB BbIBOAa (OTOOpaxkeHus)| + + + +
nHpOpManuy, UCKJII0YaroIiee ee
HECAHKIIMOHUPOBAHHBIN TIPOCMOTP

3TC.5 3amuTa OT BHEUIHUX BO3JEHCTBHM (BO3ACHCTBUI
OKpYy>Karoleu cpenpl, HECTaOUILHOCTH
AJICKTPOCHAOKEHHUS, KOHJWUIIMOHUPOBAHUS W WHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTa UHPOPMAILIMOHHOM CUCTEMBI, €€ CPEICTB,
CUCTeM CBsi3u U nepeaayn aanHbix (3UC)

3UC.1 Paznenenne B mH(pOpMalmoHHON cucTeMe (QYHKIMH +
o yIIpaBJICHUIO (aIMHUHHUCTPUPOBAHUIO)
MH(OPMALIMOHHON CHUCTEMOH, YIIPaBICHUIO
(aAMUHHMCTPUPOBAHUIO) cucTeMoin 3aLUTHI
MEPCOHANBHBIX JIaHHBIX, (QYHKIUH 10 00paboTke
NEPCOHANBHBIX  JAHHBIX M MHBIX  (QYHKIMH
MH(OPMALIMOHHON CUCTEMBbI

3UC.2 [IpenoTBpaiieHne  3aepKKA  WIM  [pepbIBaHUS
BBINOJIHEHUS TIPOLIECCOB C BHICOKUM MPUOPUTETOM CO
CTOPOHBI TIPOIIECCOB C HU3KUM NMPHOPHTETOM

3UC.3 ObecrieyeHne 3alMThl MEPCOHAIBHBIX JAHHBIX OT| + + + +
PacKpbITUs, MOIUGUKAIMM M HaBA3BIBaHUS (BBOJA
JIO’)KHOU MH(GOPMAITIH) TIPH €€ Tiepenaye (MOAroTOBKe
K Ilepeaye) 1o KaHajlaM CBA3M, UMEIOIIUM BBIXO 3a
npeneiabl  KOHTPOJIMPYEMOH 30HBI, B TOM 4HCIE
0ecrpoBOIHBIM KaHaJlaM CBSI3U

31UC.4 ObecnieueHne TOBEpEHHBIX KaHaja, MapIIPyTa MEXKIY
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aJIMUHUCTPATOPOM, IIOJIb30BATEJIeM U CpPEACTBAMHU
3amuTel wHpoOpManuu (PyHKOHSIME OE30MaCHOCTH
CPEJICTB 3aIUThl HH(pOpMAITUN)

3UC.5 3amper HECAHKIIMOHUPOBAHHOMN yAaJIeHHON
aKTUBAllMM BUJCOKAMEP, MHUKPOPOHOB U HHBIX
nepu@epuiHbIX  YCTPOMCTB,  KOTOpbIE  MOTYT
AKTUBUPOBATHCS yJIaJIEHHO, u OIIOBELICHHE
0JIb30BaTeseil 00 aKTUBALIMU TaKUX YCTPOHCTB

3UC.6 Ilepeqayua u KOHTPOJIb IEJIOCTHOCTH aTPUOYTOB
6e3omacHOCTH (METOK O€301aCHOCTH), CBSI3aHHBIX C
MEePCOHANBHBIMU JIAHHBIMU, TPU OOMEHE HMH C
WHBIMHA HH()OPMAIIMOHHBIMUA CUCTEMAMH

3UC.7 KOHTpOib  CaHKIIMOHUPOBAHHOTO M HCKIIOYEHHE
HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BaHUsI TEXHOJIOTUH
MOOMJIBHOTO KOZa, B TOM HYHCIE€ pPErHCTpaLus
COOBITHH, CBSI3aHHBIX C UCIOJIb30BAHUEM TEXHOJIOTUMH
MOOMJIBHOTO KOJa, MX aHalW3 W pearupoBaHUE Ha
HapyleHus,  CBA3aHHbIE  C  MCIOJb30BaHHEM
TEXHOJIOTUI MOOMIIBHOTO KO/1a

3UC.8 KOHTpOib  CaHKIIMOHUPOBAHHOTO M  HCKIIOYEHHE
HECaHKIIMOHHUPOBAHHOTO HMCIOJIb30BAaHHUS TEXHOJIOTUH
nepefayd pedr, B TOM YHCIE PEeruCTpanusi COOBITHIA,
CBSI3aHHBIX C UCIOJIb30BAHUEM TEXHOJIOTUH Mepenayn
peun, UX aHalU3 M pearupoBaHUE Ha HapPYyIICHUS,
CBSI3aHHBIE C MCMOJb30BAaHUEM TEXHOJIOTHI Mepenauu

peun

31C.9 KOHTpOonb CaHKUMOHMPOBAHHOM W HCKIIOUYECHHE
HECaHKLMOHUPOBAaHHOM nepenaqn
BUJCOMH(POPMALIMK, B TOM YHCIE pPErucTpanus
COOBITHH, CBSI3aHHBIX C nepenayen
BUJICOMH(POPMALIMU, UX aHAIW3 U pearMpoBaHUE Ha
HapyILICHHUs, CBSI3aHHBIC c nepenaden
BUJICOMH(POPMALIUU

31C.10 IlonTBepxnenue IIPOUCXOXKACHUS HMCTOYHHKA

nH(pOpMaIuu, MoTy4aeMoil B MpOIEecce OMpenaeIeHUs
CEeTEBbIX QJPEeCcOB IO CETEeBbIM HMMEHaM WJIU
OMPEACIICHUA CETCBBIX UMCH I10 CETCBBIM aapcCcaM

3UC.11 OO0ecrieyeHNEe TIOUIMHHOCTH CETEBBIX COEIUHEHUH + +
(ceaHCOB B3aUMOJICHCTBUS), B TOM YHCIIC JIJIS 3QIIUTHI
OT MMOJIMEHBI CETEBBIX YCTPONCTB U CEPBUCOB
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3UC.12 Ucknrouenue BO3MOKHOCTH OTpULIAHUS
moyib3oBareneM (¢akTa OTNPABKH IEPCOHATBHBIX
JaHHBIX IPYTOMY I10JIb30BATEIIO

3UC.13 Ucknrouenue BO3MOKHOCTH OTpULIAHUS
moJyib3oBareneM (akTa TMONTYYCHHS] IEePCOHATBHBIX
JAHHBIX OT IPYrOro MOJIb30BaTeNs

3UC.14 Hcnonb3oBaHue ycTpoONCTB TEPMUHAIBHOTO J1OCTyNa
U1t 00pabOTKH MEPCOHANTBHBIX JTAaHHBIX

3UC.15 3ammTa apXMBHBIX (DaiIoB, mapaMeTpoB HACTPOHKU + +
CPEICTB 3aIIUThl HMHGOPMALMH M IPOTPAMMHOTO
oOecriedeHnss M WHBIX JAHHBIX, HE MOJUICKALINX
U3MEHEHHIO B Tpolecce 00padOTKH TMEePCOHATBHBIX
TAHHBIX

3UC.16 Brrsnenue, aHan3 u OJIOKMpPOBaHHE B
WH()OPMAIMOHHOW  CHUCTEME  CKPBITBIX  KaHAJIOB
nepenayr uHGoOpMauu B 00X01 peaTu30BaHHBIX MEP
WJIU BHYTPU Pa3pelIeHHBIX CETEBBIX MPOTOKOJIOB

3UC.17 Pazouenne nHMOPMAIIMOHHONW CHCTEMBI HA CETMEHTHI + +
(cerMeHTHpOBaHHE WH(POPMAIIMOHHONH CHCTEMBI) U
obOecrieyeHre  3alIUThl  NEPUMETPOB  CETMCHTOB
MH(OPMALIMOHHON CUCTEMBI

31C.18 OObecnieueHne 3arpy3Ky U UCIIOJIHEHHs IPOrPaMMHOI0
o0ecTieYeHrsI ¢ MAITMHHBIX HOCUTENEH TIePCOHAIBHBIX
JAHHBIX, JOCTYIHBIX TOJBKO AJISI YTEHUS, U KOHTPOJIb
[EJIOCTHOCTHU IAHHOTO MPOTPaMMHOT0 00eCTIeUeHH S

31C.19 W3onsmus  mpoueccoB  (BBIIIOJIHEHUWE IPOTpaMM) B
BBIJICJIEHHOW 00J1aCTH MaMsTH

31C.20 3amura 6ecrpoBOIHBIX COEANHEHUM, TPUMEHSIEMbIX B + + +
MH(}OPMALIMOHHON CHUCTEME

XIV. BrisBrienue MHIMAEHTOB U pearupoanue Ha Hux (MTHILI)

MHII.1 OmnpeneneHne UL, OTBETCTBEHHBIX 3a BBISBICHHUE + +
MHIUACHTOB U pearnpoBaHUe Ha HUX

WHIL.2 ObnapyxeHue, UISHTU(QUKAUS U  PEerucTpanus + +
WHIUJICHTOB
WHIIL.3 CBoeBpemMeHHOE nH(pOPMHUPOBaHNE T, + +

OTBCTCTBEHHBIX 34 BbIIBJICHHC HHIMACHTOB H
p€arupoBaHucC Ha HUX, O BOSHUKHOBCHUH MHIIUJACHTOB
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B HMH(POPMALIMOHHON cHUCTEeME NOJb30BaTEIsIMU U
aAMUHUCTPATOpaMu

HHII.4 AHallu3 WHUUJEHTOB, B TOM YHCIE OIpPEACIICHUE + +
WCTOYHUKOB M NMPUYMH BO3HUKHOBEHMS WHIIMJICHTOB,
a TAK)KE OLICHKA MX MMOCIEACTBUI

MHIL.S [IpunaTHE Mep 1O YCTPaHEHUIO IOCIEICTBUU + +
VHIINJIEHTOB
HHIIL.6 [InanupoBaHue U MPUHATUE MEP 110 TPEAOTBPALICHUIO + +

IOBTOPHOI'O BOBHUKHOBCHUSA MHIIUACHTOB

XV. Ynpanenue koHpurypamueit HH)OpMAIIMOHHON CUCTEMBI U CUCTEMBI 3aIUThHI
nepcoHaNbHBIX TaHHBIX (YKO)

YK®.1 Omnpenenenue UL, KOTOPBIM pa3pellieHbl AeHCTBUA + + +
0 BHECCHUIO W3MEHEHHH B  KOHQUIypauuio
WH(POPMAIIMOHHON CHCTEMBI M CHCTEMBI 3aIlUTHI
NePCOHATBHBIX JTaHHBIX

VK®.2 VYnpasnenue U3MEHEHUSAMU KOH(UTYypaluu + + +
WH()OPMAIMOHHONW CHCTEMbl W CHCTEMBI 3alllUThI
MEPCOHANIbHBIX TAHHBIX

YK®.3 AHanmu3 NOTEeHLIUAIBHOTO BO3/IEHCTBHS TUIAHUPYEMBIX + + +
U3MEHEHUH B KOH(puUrypanuum HHPOPMAIMOHHOMN
CHCTEMBI M CUCTEMBbI 3aIUTHI IEPCOHATBHBIX JaHHbBIX
Ha oOecrieueHHe 3alUThl MEPCOHAIBHBIX MTAHHBIX W
COIJIACOBaHME  W3MEHEHMH B  KOH(UTrypauuu
WH(POPMAIIMOHHON CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM
(pabOTHUKOM), OTBETCTBEHHBIM 32 OO€cCleYeHHE
0€30MacCHOCTH MEPCOHATBHBIX JaHHBIX

YK® 4 JlokymMeHTHUpOBaHue HuHPoOpManuu (JaHHBIX) 00 + + +
U3MEHEHMSIX B KOHOUrypanuuu HH()OpMaMOHHON
CUCTEMBI M CUCTEMBI 3alllUThl IEPCOHATBHBIX TAHHBIX

"+" - Mepa mo obecrieueHH0 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX BKIIOYEHA B 0a30BbIi HaOOp
Mep JUTSl COOTBETCTBYIOIIETO YPOBHS 3AIHICHHOCTH MEPCOHATBHBIX JTaHHBIX.

Mepsl o obecrieueHnI0 OEe30MaCHOCTH TMEPCOHANBHBIX JAaHHBIX, HE 0003HAYEHHBIE 3HAKOM '+,
MIPUMEHSIOTCS TIPU aJanTaiu 0a30BOTO Habopa Mep W YTOYHEHUHU aJallTHPOBAHHOTO 0a30BOTO Habopa
Mep, a TaKke MpU pa3paboTKe KOMIICHCUPYIOIIUX Mep MO 00eCTeYeHH0 0€30MacHOCTH MEePCOHAIBHBIX
JAHHBIX.
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